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ABOUT THIS GUIDELINE 

This guideline is part of the Information and Knowledge Management for Climate Change (IKM4CC) 
Guidelines.  The purpose of Guidelines is to help government departments, and other agencies and 
organisations that deal with issues related to climate change in the Pacific region, to implement good 
practices for managing information.  

The Guidelines have been developed in consultation with representatives from government departments, 
NGOs and regional organisations based in the Pacific.  

While the Guidelines focus on the management of digital data and information and the challenges posed by 
the electronic information environment, many of the concepts can also be applied to paper-based 
information. 

This guideline looks at legal and ethical issues that need to be considered and addressed before information 
can be publically shared.  It explains the concept of copyright and examines the increasingly common use of 
“open licensing” as a way of increasing people’s ability to share and reuse information protected by 
copyright. 

USAGE  

Throughout this document the following usage applies: 

 the term information is used to include data, information, information assets and knowledge. The 
terms data, knowledge, and information assets are only used when specific reference is required. 

 the term organisation is used to include a variety of organisation types including government 
departments, intergovernmental organisations, non-government organisations, regional bodies and 
public and private agencies. Individual types of organisations are used only when specific reference 
is required. 

SHARING INFORMATION: BENEFITS AND LIMITATIONS 

Information is a valuable organisational asset. The goal of information and knowledge management (IKM) is 
to enable organisations to control, administer, use and share these assets throughout their lifecycle in a 
secure, efficient and accountable manner that maximises their impact and return on investment.  

Around the world, many governments and non-government organisations are looking to increase the 
availability and openness of the data and information they create. Reasons for this include1: 

• To assist with evidence-based policy and decision making 
• To reduce staff time and effort required to locate and access information 
• To avoid the need to continually recreate corporate knowledge 
• To protect government and community interests 

                                                           
1 Brown, RA et al. 2015, Barriers to effective adaptation and resilience planning in the Pacific: an information management perspective, Griffith 
University, Queensland and SPREP, Samoa. 
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• To create opportunities for innovation through the use and reuse of data 

However before information can be made widely accessible, a number of legal and ethical questions have to 
be considered. Key questions include: 

• Are there any intellectual property issues that affect the sharing and reuse of the information? (e.g. 
copyright) 

• Are there any legal or ethical issues that limit the sharing and reuse of the information? (e.g. citizen 
privacy rights, confidentiality agreements, traditional or cultural sensitivities, cultural property 
rights, information related to endangered species) 

• Are there any security issues that limit the sharing and reuse of the information? (e.g. national 
security, commercial-in-confidence) 

• Does a licence or other terms and conditions of use need to be applied to the information to specify 
how it can be used? 

COPYRIGHT AND LICENSING 

WHAT IS COPYRIGHT? 

Copyright is part of an area of law known as 
intellectual property. Most countries (including Fiji, 
Federated States of Micronesia, Palau, Samoa, 
Solomon Islands, Tonga, and Vanuatu2) have copyright 
laws which govern the use of original works once they 
have been created. 

Copyright law seeks to protect the creators of original 
works by giving them special rights.  Generally, once 
an original work has been written down or recorded in 
some way, only the copyright holder of the work has 
the right to reproduce or reuse the work. This 
continues for the life of the creator, plus 50 or 70 years 
depending on the country. A creator also has the 
“moral right” to be attributed as the author of the 
work. 

A copyright holder can be an individual, a group of people, a government department, an organisation or a 
publisher. When an individual creates an original work as part of their job, the copyright holder is usually the 
organisation they work for. 

Copyright laws mean that legally, other people or organisations can only reuse original works in limited 
ways, unless they get written permission from the copyright holder.   

 

                                                           
2 Information sourced from WIPO Country Profiles, www.wipo.int/directory/en, accessed 1/2/2016. 

Original Works and Copyright 

An original work can be a creative output (e.g. 
a song, a film, a radio broadcast) or an 
intellectual output (e.g. a book, a scientific 
article). 

Under the global copyright regime, copyright 
automatically exists in all original works 
without any need for registration1. For 
example, a song which is recorded in Vanuatu 
is automatically protected under the Vanuatu 
Copyright and Related Rights Act, and a book 
which is published in Fiji is automatically 
protected under the Fiji Copyright Act. 

 

http://www.wipo.int/directory/en
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WHY DOES COPYRIGHT MATTER? 

You need to think about copyright in your workplace, whether you create new information or use 
information created by someone else.  

If you work in a country with copyright legislation in force and you create original information during the 
course of your employment, then your organisation will probably be the copyright holder. This means that: 

 People from outside your organisation will need to seek written permission to reuse, repackage or 
redistribute your organisation’s work. 

 If you want to grant people automatic permission to reuse, repackage or redistribute your organisation’s 
work over and above what copyright law allows, you should include a licence or other terms of use with 
the work. 

If you reuse, repackage or reproduce information from another organisation: 

 You can only do so within the limits of what copyright law allows. 
 You may have to seek written permission to reuse, repackage or reproduce the work. 
 You may need to respect the copyright laws of other countries, even if your country doesn’t have its own 

copyright legislation. 

If a copyright holder discovers that you have used their original work illegally, they can ask you to stop using 
it, and ask for compensation.  Commercial copyright holders (e.g. music companies, book or journal 
publishers) are most likely to enforce their rights under copyright law. 

 Usually permitted under copyright law: 

 Downloading or photocopying small sections of another person’s work for private study or research.  

 Including quotes from another person’s report in your own report, as long as you acknowledge the 
creator and the source of the quote. 

  Usually prohibited under copyright law: 

 Taking large amounts of text from another organisation’s report and putting it into your own report, 
especially without acknowledging the creator. 

 Uploading a report or journal article (where you don’t own the copyright) to a public website. 

 Photocopying a whole book or report (where you don’t own the copyright) and giving it away or selling 
it. 

 Broadcasting someone else’s music or film in public (e.g. playing someone else’s song over a 
loudspeaker in a public place). 

To legally do any of these prohibited activities, you would need to get permission from the copyright 
holder. 
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WHAT IS A LICENCE? 

A licence is a legal instrument that allows a copyright holder to specify how they want their work to be 
reused, and how they want the creator of the work to be acknowledged (or “attributed”). The granting of a 
licence may involve the payment of a fee, or limits on time, place or purpose of reuse. Licences work 
alongside copyright – they are not an alternative to it. 

WHAT IS AN OPEN LICENCE? 

An open licence is one that gives people more rights than would have been available under copyright only. 
Open licences are used by copyright holders when they want to grant people extra permissions to reproduce 
or reuse their work.  

CREATIVE COMMONS LICENCES 

The most common open licences for digital works come from the Creative Commons licence suite.  

The Creative Commons licences have been designed to offer a flexible and straightforward tool for copyright 
holders who want to increase the accessibility and use of their works, but still want to maintain some rights. 

There are 6 standardised Creative Commons licences. Each licence specifies a set of conditions under which 
works can be used. Every licence also ensures copyright holders get the credit for their work they deserve. 
More details of the Creative Commons licences can be found in Appendix I of this Guideline. 

WHO USES CREATIVE COMMONS LICENCES? 

Creative Commons licences are being used by many governments around the world.  Some development 
partners and agencies are also moving towards the use of open licences, for example the World Bank has 
incorporated the Creative Commons Licence “CC BY” into its Open Access Policy and as a default for Bank-
produced research and knowledge products. Some United Nations materials (particularly educational 
resources) are also licensed with Creative Commons licences. 

WHY USE CREATIVE COMMONS LICENCES? 

Using Creative Commons licences allows more flexibility than traditional copyright, and may offer the Pacific 
region a number of practical benefits3:  

 Making it easier to access and legally reuse research findings and educational resources 
 Promoting the sharing of donor data and information for the benefit of the region, while still 

protecting intellectual property rights 
 Making public data and information more open to citizens 
 Explaining clearly what people can or can’t do with information 
 Less government time and money spent on administering and enforcing state-based copyright 

regimes. 

  

                                                           
3 Adapted from Forsyth, M., 2014, Creative Commons comes to the Pacific Islands. State, Society & Governance in Melanesia Program, ANU: 
Canberra. 
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HOW DO I USE CREATIVE COMMONS LICENCES? 

There are 3 simple steps to applying a Creative Commons licence: 

 ensure you have the authority to apply a licence to the work in question (i.e. you or your 
organisation are the copyright holder) 

 select the most appropriate licence  
 display the licence information on your work 

See Appendix I for more details on the different types of Creative Commons Licences and how to apply 
them.  

 

 

WEBSITE TERMS OF USE / DISCLAIMERS 

If your organisation provides information, data or tools via public website, it’s a good idea to include a 
“terms of use” section or a disclaimer in the website footer. A disclaimer is a legal statement which 
asserts that the organisation issuing the disclaimer is not responsible for any mishap to which a user is 
exposed from applying whatever object or information the disclaimer is attached to. 

Terms of use may refer to information on the website and / or linked websites, and may include: 

 a copyright statement and any licensing information about the website itself 
 restrictions on what can be done with material on the website (e.g. if it is owned by a third 

party) 
 a disclaimer that attempts to limit and exclude various types of liability that may arise from the 

use of the website 
 an “acceptable use” statement, setting out the kinds of website use that are acceptable and 

unacceptable (especially if your site allows users to submit content) 

If people are required to register to use any part of your website, you may also need a privacy statement 
outlining how you will store and use their personal information. 

Some examples of website terms of use and disclaimers are provided in Appendix II. 
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THE ETHICS OF INFORMATION SHARING: PRIVACY, CONFIDENTIALITY AND CONSENT

 

Before information can be shared, you need to consider whether there are any privacy or confidentiality 
issues surrounding the information. You will need to limit access to personal information, confidential data 
(e.g. endangered species, national defence, trade secrets) or culturally sensitive information (e.g. traditional 
knowledge).  

PRIVACY LAWS AND OTHER RELEVANT LEGISLATION 

Your country may have legislation that impacts on the 
sharing of personal or confidential data, such as  

 Privacy legislation 
 Freedom of information/right to information 

legislation 
 Environmental information regulations 
 Security of information/official secrets 

legislation 

Privacy laws in many countries regulate the way an 
individual’s personal information should be handled. 
Government departments, non-government 
organisations and the private sector must make sure 
they protect citizens’ privacy according to their 
country’s laws. You should seek guidance from your government or organisation’s privacy officer and ensure 
you comply with local legislation, policies and guidelines. 

  

Personal information is information that 
identifies or could identify someone, e.g. 
name, address, medical records, photos. 
Sensitive personal information can include a 
person’s race, ethnicity, sexuality, political 
opinion, religion or criminal history. 
 
Confidential information is information given 
in confidence or agreed to be kept confidential 
or secret, e.g. information on business, income, 
health; also spatial location of endangered 
species or cultural sites, and traditional 
knowledge. 

 

Key Messages 

 The advantages of publishing sensitive information will usually outweigh any potential disadvantages 
as long as simple and appropriate steps are taken. 

 Publishing sensitive information, or just a description of the information (metadata), means that 
others can discover it and reuse it. 

 You can publish a description of the information (metadata) without making the information itself 
openly accessible. This means that people will be aware of the existence of the information. 

 You can place conditions around access to information. 

          

         

http://ands.org.au/guides/sensitivedata
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CONFIDENTIALITY AND CONSENT 

The sharing of personal or other confidential information can often be achieved using a combination of 
obtaining informed consent, anonymising data and regulating access to the information.4 

Informed Consent – this is where a person gathering information (e.g. a researcher, a government officer) 
enters into an agreement with a participant about how their information will be stored and used, and tells 
them how their confidentiality will be maintained. When dealing with personal or confidential information, 
you must respect any confidentiality agreement about stored data that has been made with participants 
before you share it. 

Anonymisation – this is the process where some information collected about people is altered or removed 
so that individuals, organisations and businesses cannot be identified. Anonymisation can involve: 

 removing direct identifiers (e.g. names, addresses, photos) 
 removing indirect identifiers (e.g. occupation, age, salary) 
 removing spatial locations 
 aggregating data (e.g. replacing date of birth with age groups) 
 using pseudonyms  

Anonymisation can be time consuming and costly, so informed consent or regulation of access may be better 
alternatives. More information on de-identification of data can be found at http://ands.org.au/working-
with-data/enabling-data-reuse/de-identifying-data. 

Regulation of access – this is where sensitive or confidential information is shared only with particular 
people or in a limited way by restricting or regulating access. Examples include: 

 publishing a description of the information (metadata) without making the information itself openly 
accessible 

 requiring access by negotiation with, or authorisation from, the data owner 
 placing information under an embargo for a given period of time 
 issuing passwords to approved users 
 designing a system that will allow you to set different levels of access for different types of users 

(see COSPPac case study below) 

CULTURAL SENSITIVITIES AND TRADITIONAL KNOWLEDGE 
Information that focuses on indigenous peoples and traditional knowledge (TK) may have special 
information management requirements.  Indigenous peoples have the right to retain secrecy in relation to 
their knowledge, ideas, materials, traditional practices and cultural expressions. You should make sure that 
restricted material is shown or distributed only with express permission from those who provided or are 
responsible for it5.  

If people are asked to participate in sharing their traditional knowledge, they must be properly informed 
about how their knowledge will be stored, used and shared and have the option as to whether or not they 
want to participate. 

                                                           
4 Australian National Data Service, Ethics, consent and data sharing, http://ands.org.au/guides/ethics-consent-and-data-sharing, accessed on 13/4/16 
5 AIATSIS, “Rights, respect and recognition”, http://aiatsis.gov.au/research/ethical-research/guidelines-ethical-research-australian-indigenous-
studies/rights-respect-and-recognition) accessed 19/01/2016. 

http://aiatsis.gov.au/research/ethical-research/guidelines-ethical-research-australian-indigenous-studies/rights-respect-and-recognition
http://aiatsis.gov.au/research/ethical-research/guidelines-ethical-research-australian-indigenous-studies/rights-respect-and-recognition
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For more information on the protection of traditional knowledge, see the Pacific Regional Framework for 
the Protection of Traditional Knowledge and Expressions of Culture: a model law that has been developed 
in close consultation with SPC, UNESCO and Forum Pacific Island member countries and territories and the 
Council of Pacific Arts http://www.wipo.int/wipolex/en/text.jsp?file_id=184651. 

 

 

ENVIRONMENTAL SENSITIVITIES 

Some environmental, ecological and biodiversity data can also be sensitive. Sensitive information can 
include: 

 location of rare, endangered or commercially valuable plant or animal species 
 other scientific information such as breeding habits, dates for fruiting or migration  
 location of conservation efforts or projects 

You should consider whether the publication or sharing of environmental information could result in an 
adverse effect to a species or conservation activity. 

 

Case Study: Traditional Knowledge of Weather and Climate Database 

The COSPPac project (Australian Bureau of Meteorology) aims to preserve and ensure continued use 
of TK for weather and climate prediction in the Pacific. COSSPac has established a database for 
partner countries Vanuatu, Samoa, Niue and Solomon Islands to manage and store their climate-
related TK stories and records.  The TK Database is designed to ensure that information is stored in a 
safe and secure environment that respects individuals' intellectual property and cultural sensitivities 
around data sharing and use. 

Key steps in gathering, storing and providing access to the stories include: 

 At the interview stage, the project is explained and people are asked to sign a consent form. 
Interviewees are also asked if they are sharing a sensitive story and if they want to restrict 
access to particular individuals or groups of people.  

 When entered into the database, each story is assigned to one or more access groups. For 
example, male only, female only, specific language group etc.  

 Each database user has a personal login linked to a user account. Their account stores their 
personal information (e.g. gender, tribe, language group) and defines their level of access to 
stories.  

 Only senior managers are allowed to access all stories. 

http://www.wipo.int/wipolex/en/text.jsp?file_id=184651
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APPENDIX I: CREATIVE COMMONS LICENCES 

THE CREATIVE COMMONS LICENCES 6 

Creative Commons (CC) licences are a set of standardised open content licences which grant users 
permission to use copyright works in accordance with the particular standard set of conditions. CC licences 
originated in the U.S. and have been translated to 52 jurisdictions around the world. They are widely used by 
government and related sectors. There are different versions of the licences in use (e.g. V3, V4), as well a 
version specifically designed for Intergovernmental Organisations (IGO).  

The six standardised CC licences are listed in the table below, from most open to least open.  

Licence name Licence Details Logo and links 

Attribution:     
CC BY 

Lets others distribute, remix, tweak, and build upon your work, even 
commercially, as long as they credit you for the original creation. This is 
the most accommodating of licences offered. Recommended for 
maximum dissemination and use of licensed materials. 

View licence Deed 

View Legal Code 

Attribution-
ShareAlike:      
CC BY-SA 

Lets others remix, tweak, and build upon your work even for commercial 
purposes, as long as they credit you and licence their new creations 
under the identical terms. All new works based on yours will carry the 
same licence, so any derivatives will also allow commercial use. This is 
the licence used by Wikipedia, and is recommended for materials that 
would benefit from incorporating content from Wikipedia and similarly 
licensed projects. 

View licence Deed  

View Legal Code 

Attribution-
NoDerivatives: 
CC BY-ND 

Allows for redistribution, commercial and non-commercial, as long as it is 
passed along unchanged and in whole, with credit to you. 

View licence Deed  

View Legal Code 

Attribution-
NonCommercial: 
CC BY-NC 

Lets others remix, tweak, and build upon your work non-commercially, 
and although their new works must also acknowledge you and be non-
commercial, they don’t have to license their derivative works on the 
same terms. View licence Deed  

View Legal Code 

Attribution-
NonCommercial-
ShareAlike:      
CC BY-NC-SA 

Lets others remix, tweak, and build upon your work non-commercially, 
as long as they credit you and license their new creations under the 
identical terms. View licence Deed  

View Legal Code 

Attribution-
NonCommercial-
NoDerivatives: 
CC BY-NC-ND 

The most restrictive of the six licences, only allowing others to download 
your works and share them with others as long as they credit you, but 
they can’t change them in any way or use them commercially. View licence Deed   

View Legal Code 
  

                                                           
6The information on this page is © AusGOAL 2011. http://www.ausgoal.gov.au/creative-commons-v4.0, accessed 08/02/2016. 

http://creativecommons.org/licenses/by/4.0/deed.en
http://creativecommons.org/licenses/by/4.0/legalcode
http://creativecommons.org/licenses/by-sa/4.0/deed.en
http://creativecommons.org/licenses/by-sa/4.0/legalcode
http://creativecommons.org/licenses/by-nd/4.0/deed.en
http://creativecommons.org/licenses/by-nd/4.0/legalcode
http://creativecommons.org/licenses/by-nc/4.0/deed.en
http://creativecommons.org/licenses/by-nc/4.0/legalcode
http://creativecommons.org/licenses/by-nc-sa/4.0/deed.en
http://creativecommons.org/licenses/by-nc-sa/4.0/legalcode
http://creativecommons.org/licenses/by-nc-nd/4.0/deed.en
http://creativecommons.org/licenses/by-nc-nd/4.0/legalcode
http://www.ausgoal.gov.au/creative-commons-v4.0
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APPLYING A CREATIVE COMMONS LICENCE 

To apply a Creative Commons licence, you simply mark your work with the Creative Commons licence (e.g. 
logos and/or machine readable code). You may also want to include a copyright notice stating the authors 
and date of creation.  

Here is an example of licence 
information from a United Nations 
document that uses the 
Intergovernmental Creative Commons 
licence. It also includes a suggested 
citation (how to refer to the document) 
and information about who to contact 
for extra permissions to reuse content. 

 

 

Here is a copy of the CC licence notice from the Creative 
Commons website. Since the license is for the CC website 
as a whole, which includes multiple authors, one 
attribution party is not specified. Instead, it is clarified in 
the Terms of Use (linked in the footer) who owns what 
content. 

 

There many more examples of Creative Commons licences markings at 
https://wiki.creativecommons.org/wiki/Marking_your_work_with_a_CC_license. 

The CC licence chooser at http://creativecommons.org/choose/  will help you to choose a licence, then provide 
you with text to mark an offline a document, or html code to mark an online resource such as a website.  

You can download high resolution versions of the Creative Commons logos at 
https://creativecommons.org/about/downloads/ . 

  

https://creativecommons.org/terms
https://wiki.creativecommons.org/wiki/Marking_your_work_with_a_CC_license
http://creativecommons.org/choose/
https://creativecommons.org/about/downloads/
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APPENDIX II: SAMPLE WEBSITE TERMS OF USE, DISCLAIMERS AND PRIVACY POLICIES 

SAMPLE TERMS OF USE FOR A GOVERNMENT WEBSITE 

Reproduced from the Australian Government Attorney-General’s Department7  

 

  

                                                           
7 Attorney-General’s Department, Disclaimer Statement and Copyright Statement, © Commonwealth of Australia 2015 [Accessed 19/04/16]; 
available from https://www.ag.gov.au/Pages/Disclaimer.aspx and https://www.ag.gov.au/Pages/Copyright.aspx.  

Disclaimer 

Important: 

The material on this website is provided for general information only, and on the understanding that the Australian Government 
is not providing professional advice on a particular matter. 

The material may include the views or recommendations of third parties, and does not necessarily reflect the views of the 
Australian Government, or indicate a commitment to a particular course of action. 

This website contains information that is intended to simplify the law for ease of comprehension. In addition, errors or omissions 
can occur in the preparation of web pages. Therefore, before relying on the material, users should independently verify its 
accuracy, completeness, relevance for their purposes and that it is up-to-date. 

Before any action or decision is taken on the basis of any material on this website the user should obtain appropriate 
independent professional advice. 

Links to other websites are provided for the user's convenience and do not constitute endorsement of material at those sites, or 
any associated organisation, product or service. 

Copyright Statement  

The Commonwealth owns the copyright in all material produced by this department. 

All material presented on this website is provided under a Creative Commons Attribution 4.0 International licence, with the 
exception of: 

• the Commonwealth Coat of Arms 
• this department's logo 
• content supplied by third parties. 

The details of the relevant licence conditions are available on the Creative Commons website, as is the full legal code for the CC 
BY 4.0 license.  

 
Attribution 

Material obtained from this website is to be attributed to this department as: 

© Commonwealth of Australia 2015. 

Third party copyright 

Wherever a third party holds copyright in material presented on this website, the copyright remains with that party. Their 
permission may be required to use the material. 

This department has made all reasonable efforts to: 

• clearly label material where the copyright is owned by a third party 
• ensure that the copyright owner has consented to this material being presented on this website. 

Using the Commonwealth Coat of Arms 

The terms of use for the Coat of Arms are available from the It's an Honour website. 

https://www.ag.gov.au/Pages/Disclaimer.aspx
https://www.ag.gov.au/Pages/Copyright.aspx
http://www.itsanhonour.gov.au/
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TERMS OF USE FOR WEBSITE THAT HOSTS THIRD PARTY MATERIAL UPLOADED BY USERS 
 
Extract from Terra Nova Climate Change Adaptation Information Hub8  

PRIVACY POLICY AND ACCEPTABLE USE FOR AN INTERACTIVE WEBSITE 

 Extract from Pacific Solution Exchange “acceptable use” Terms and Conditions for Membership9 

                                                           
8 Griffith University 2015, Terra Nova Disclaimer [accessed 19/04/16]; available from https://www.terranova.org.au/disclaimer-and-copyright. 
9 United Nations Development Programme, Solution Exchange Membership Agreement [accessed 19/04/16], available from 
http://www.solutionexchange-un.net/memagreement.html . Reproduced with permission. 

Disclaimer [https://www.terranova.org.au/disclaimer-and-copyright] 
 

The information, data and tools (herein referred to as “content”) provided by Terra Nova are generally supplied to Griffith 
University by the content owners and managers. Griffith University presents this content 'as is' without comment or change. 
Griffith University encourages content providers to provide good quality information and to maintain information currency. 

Griffith University makes no representations or warranties of any kind, express or implied, about the completeness, accuracy, 
reliability, suitability or availability with respect to the website or the information, tools, products, services, or related graphics 
contained on the website for any purpose. Any reliance you place on such information is therefore strictly at your own risk. 

In no event will Griffith University be liable for any loss or damage including without limitation, indirect or consequential loss or 
damage, or any loss or damage whatsoever arising from loss of data or profits arising out of, or in connection with, the use of 
this website. 

Through Terra Nova you are able to link to other websites which are not under the control of Griffith University. Griffith 
University does not accept responsibility for or endorse the content or condition of any linked site. 

When accessing information stored on Terra Nova you must comply with these terms of use and with all applicable laws. You 
must not use Terra Nova for malicious or fraudulent purposes. 

Copyright 

Copyright in the website is owned by Griffith University.  

Third parties own the copyright in much of the content provided by this website, and permission may be required from these 
parties to use such content. 

In the course of providing content for storage on Terra Nova, the information custodian asserts that s/he has the right to make 
the content available to Griffith University and to end users, and agrees to comply with all applicable laws. Griffith University 
may suspend or terminate use of or access to content stored on Terra Nova and is not obliged to give any period of notice or 
reasons for that suspension or termination. Griffith University may remove the content from Terra Nova or issue a take down 
notice to the data custodian to take effect immediately. 

Griffith University has no claim over the intellectual property rights in content stored in Terra Nova. 

4. Obligations of Members [http://www.solutionexchange-un.net/memagreement.html] 

4.1 Members agree that Solution Exchange is designed to provide you and other members an opportunity to exchange ideas and 
information. By posting or submitting material to Solution Exchange, you represent that you have all necessary rights in and to 
such material and that such material will not infringe on any personal or proprietary rights of any third parties. You hereby agree 
to authorize the right to view, use, and distribute such material in any manner and in any medium, in perpetuity and as per 
Clause 3 of this agreement. 

4.2 Members agree that they shall not post, transmit, or otherwise distribute on or through this site any material that may be 
unlawful, obscene, offensive, defamatory, threatening, or infringing of any copyright or other rights of others. 

4.3 Members may not post, transmit or otherwise distribute any virus, worm, or other code that may be damaging to software or 
hardware. 

4.4 Members may not advertise or solicit on these pages without Solution Exchange’s express permission. 

4.5 If you breach any of these terms and conditions, you are obligated to hold Solution Exchange harmless from, and to 
indemnify it against all liabilities and costs of any and every sort resulting from your breach. 

4.6 Solution Exchange reserves the right to remove any content from the site at any time, for any reason (including, but not 
limited to, upon receipt of claims or allegations from third parties or authorities relating to such content or if Solution Exchange 
is concerned that user may have breached the immediately preceding sentence).  

https://www.terranova.org.au/disclaimer-and-copyright
http://www.solutionexchange-un.net/memagreement.html
https://www.terranova.org.au/disclaimer-and-copyright
http://www.solutionexchange-un.net/memagreement.html
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Extract from Pacific Solution Exchange Privacy Policy10  
 

 

                                                           
10 United Nations Development Programme, Solution Exchange Privacy Policy, [accessed 19/04/2016], available from http://www.solutionexchange-
un.net/memagreement.html#SOLUTION . Reproduced with permission. 

Privacy Policy [http://www.solutionexchange-un.net/memagreement.html#SOLUTION] 
Solution Exchange regards the privacy of its visitors and its members to be of utmost importance, and this privacy statement 
outlines Solution Exchange’s commitment to your privacy. 
Your use of the Solution Exchange Website and Services is governed by the Membership Agreement and Terms and Conditions of 
usage. This Statement supplements the general terms and conditions of usage and is incorporated into and governed by all of the 
terms of the Agreement. 
If you are merely visiting the website and not participating as a member, then Solution Exchange will not solicit or collect any 
personal information or information regarding your use of the site. As a standard protocol, your Internet Protocol (IP) address 
may be noted automatically on our registry. 
However, if you register with Solution Exchange as a member and participate in the Solution Exchange network, or register to 
receive Solution Exchange material, you will be asked for personal information, such as your name, organization, designation, 
address, phone number and email address. This information is essential for us to ensure that you are a bona fide user. It will be 
maintained in a page on the relevant Solution Exchange website (“My Profile”), accessible using your password. 
To achieve our stated goal of bringing developmental practitioners together, we may create a list of members of the various 
Solution Exchange Communities on their publicly accessible websites. This list is intended provide people contemplating joining a 
Community with sufficient information about the Community’s membership to enable them to make an informed choice. This list 
will not reveal your e-mail or contact address. 
The availability of your information on the website and the Consolidated Replies (see Terms and Conditions) is intended to 
facilitate other bona fide members to directly contact you or your organization. Other registered members of your Community 
will therefore have access to your e-mail and contact address. 
If you desire not to make the information specified above available either on the public website or to Community members, you 
can opt out by so informing the Community’s Facilitation Team. 
Solution Exchange will make Consolidated Replies available to non-registered users through its publicly viewable websites, 
including the information and documentary material provided by you which may include reports, expert recommendations and 
other proprietary knowledge. The websites may also make available information you provide about events and other items of 
interest to the Community. Material posted on our public websites will cite your name, organization and location, and will not 
include your e-mail or contact address. 
You have the option of not revealing your identity when sending an e-mail or other contribution to Solution Exchange. In such 
cases the Community’s Facilitation Team, on your request, will post your contribution anonymously and keep the source 
confidential. 
To help us improve Solution Exchange and foster a positive user experience, we may contact you and ask your opinion on areas 
related to our performance. We may document your feedback and provide it to the respective Community Facilitation Team, and 
use it for reporting purposes, but we will not reveal the source of this information without your permission. We will also seek your 
permission to use solicited or unsolicited feedback for purposes of publicity about Solution Exchange, including quotations for 
brochures or leaflets. 
We assure you that the information provided by you shall only be used for bona fide purposes, and it shall not be commercialized 
or otherwise made available to any database service provider. 
To facilitate us to constantly improve our services and understand the needs of our users and members, Solution Exchange may 
implement software on our websites that enables us to track information about the nature of usage, navigation through site, 
services availed, queries posted and discussion frequented. Additional information may also be collected through small data 
pieces known as Cookies, stored on Solution Exchange’s, which may also be written to your computer system. 
A cookie is a small piece of information stored by a website on your computer’s hard drive. Cookies are extensively used by most 
websites as a convenient way to store information it knows about you. 
The information will be used internally only for website traffic analysis. If the User specifically provides unique identifying 
information, such as name, address and other information on forms stored on this site, such information will only be used for 
statistical purposes and will not be published for general access. Solution Exchange can however assume no responsibility for the 
security of this information. 
In addition, Solution Exchange may also record your IP address, which is the Internet address of your computer, and information 
such as your browser type and operating system. This information enables us to learn about the geographical distribution of our 
website visitors and the technology they use to access our site. This information is never connected with the personal information 
you supply to us if you register on our website. 
In the event that Solution Exchange desires to use your information for any offline purpose, we shall seek your permission before 
doing so. 

http://www.solutionexchange-un.net/memagreement.html#SOLUTION
http://www.solutionexchange-un.net/memagreement.html#SOLUTION
http://www.solutionexchange-un.net/memagreement.html#SOLUTION
http://www.solutionexchange-un.net/memagreement.html#TERMS

	IKM Guidelines cover FINAL Guideline 05.pdf
	IKM4CC-Guideline-5_Copyright-Legal-Ethical-Issues_v1.0 no cover.pdf
	About this Guideline
	Usage
	Sharing Information: Benefits and Limitations
	Copyright and Licensing
	What is Copyright?
	Why does Copyright Matter?
	What is a Licence?
	What is an Open Licence?
	Creative COmmons Licences
	Who uses Creative Commons Licences?
	Why use Creative Commons Licences?
	How do I use Creative Commons licences?


	Website Terms of Use / Disclaimers
	The Ethics of Information Sharing: Privacy, Confidentiality and Consent
	Privacy Laws and Other Relevant Legislation
	Confidentiality and Consent
	Cultural Sensitivities and Traditional Knowledge
	Environmental Sensitivities

	Appendix I: Creative Commons Licences
	The Creative Commons Licences5F
	Creative Commons (CC) licences are a set of standardised open content licences which grant users permission to use copyright works in accordance with the particular standard set of conditions. CC licences originated in the U.S. and have been translate...
	The six standardised CC licences are listed in the table below, from most open to least open.

	Applying a Creative Commons Licence

	Appendix II: Sample Website Terms of Use, Disclaimers and Privacy Policies
	Sample Terms of Use for a Government website
	Terms of Use for Website that Hosts Third Party Material Uploaded by Users
	Privacy Policy and Acceptable Use for an Interactive Website


	Blank Page

